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MOTIVATION

= The CDN Edge Server should not need to access an external box on each TLS connection

m  Key Server on the content owner’s network!?

®  The whole point of using a CDN is to avoid scalable infrastructure on the content owner’s side

= Key server on the CDN infrastructure!?

= We don’t want the CDN to have the long-term private key, after all
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SOLUTION OVERVIEW

= The CDN requests a new keypair/certificate from the content owner
periodically, e.g. once a day CDN Content Owner

®  The content owner should have a way to obtain a new cert every time

POST /.well-known/lurk/certificate/1234

= Will presumably use ACME »

= Request/response with a simple REST APl over HTTPS GET /el knownlurk certificate/ 1234

m  |nitial POST to create cert, then a periodic poll for results 204 No Contont

®  Channel must be mutually authenticated

. . GET /.well- ifi
= Format:a password-protected PKCS#12 package, containing the (fresh) e —————

private key and signed certificate 200 OK o
Content-Type: application/x-pkcs12

= Recommended certificate validity: 3 days
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UPON COMPROMISE

= Revoke any extant short-term certificates

m  Stop issuing certificates to the CDN
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SECURITY CONSIDERATIONS

m  Discussion of how the content owner can prevent a rogue CDN from issuing its own certificates for the content
owner’s domain

= |n the presence of CAs that issue certs based on validating web server ownership

m  Such as ACME
m  This is generally applicable, independent of the proposed use of short term certificates

m  And relies on ACME mechanisms that are still undefined

m  Specifically, a way to restrict issuance of ACME certs to a specific authorization key

®  Plus wide-scale, reliable deployment of CAA
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THANKYOU!




